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Abstract

As Large Language Models (LLMs) evolve into autonomous
agents, they increasingly rely on long-term memory systems
to maintain context across sessions. While beneficial for util-
ity and personalization, these read-write memory architec-
tures introduce security vulnerabilities distinct from those in
static Retrieval-Augmented Generation (RAG) systems. This
project focuses on memory injection attacks, in particular
MINJA [19], where a query-only adversary causes malicious
instructions to be written into memory and later retrieved to
manipulate agent behavior. We will evaluate whether MINJA
transfers to realistic long-term memory stacks by testing a pri-
mary system (mem0) [4] against a clean baseline and a simpler
RAG-style baseline. Our results show that mem0 is highly vul-
nerable to the MINJA attack on Q&A-style queries, achieving
a 99.12% attack success rate on MIMIC-III. Attack success is
lower on ID and eICU variants (33% and 80%), where the poi-
soned memory must propagate through multi-step reasoning
and tool calls rather than directly supply the answer, and mem0
yields more utility degradation on benign queries in these set-
tings. We report injection success, attack success, and utility
degradation to characterize the utility—security trade-off in

stateful Al agents. Code is available at https://github.

com/Sk3W3d/agentic-memory-injection-attack.

1 Problem statement

Large language models (LLMs) have demonstrated remark-
able performance in various tasks, including question answer-
ing, reading comprehension, text summarization, mathemat-
ical reasoning. [28] Models like GPT-3.5 [3], GPT-4 [16],
Llama 3 [6], and Qwen 3 [25] are widely used for their gen-
erative capabilities. However, these pretrained models are
still constrained in the following ways: (1) these models
have limited scope of knowledge and lack the most up-to-
date information due to static pre-training data with a cutoff
date; (2) they lack domain-specific knowledge unless fine-
tuned; and (3) they still suffer from errors or hallucinations
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when tackling more complex or time-sensitive tasks, gener-
ating plausible but inaccurate text. These limitations pose
challenges for deploying LLMs effectively in fields such as
healthcare, finance, law, and scientific research. Addressing
these issues is crucial for enhancing their applicability and
reliability. Retrieval-Augmented Generation (RAG) [13] sys-
tem is a traditional way to allow LLM to integrate an external
source of knowledge. More recently, as Al agents begin to
demonstrate abilities in complex applications, because of the
rapidly expanding contexts from complex reasoning, there
has been growing interests in developing specialized memory
systems [4, 12, 14, 24, 30] that provide agents with essential
contextual information to support downstream tasks.

Adversarial attacks against memory systems have recently
been identified as a critical vulnerability in the deployment of
autonomous agents. For more traditional settings in a RAG
system with a static knowledge database, attacks are usually
performed by injecting poisoned documents into the database
which has the highest similarity with targeted queries in em-
bedding space [1, 9, 20, 23, 31]. Attacks towards Agentic
Memory systems are more recent. Unlike traditional attacks
that target the static weights of a model, attacks on memory
systems exploit the dynamic nature of agentic storage, allow-
ing adversaries to inject malicious instructions to retrieved
contexts [19, 29]. Furthermore, the storage of user-agent inter-
actions creates new attack surfaces for privacy leakage, where
sensitive data can be extracted through adversarial retrieval
queries [2].

Accordingly, this project studies memory injection attacks
against agentic long-term memory systems with an empha-
sis on understanding when they transfer to realistic memory
stacks and which design choices affect the security-utility
trade-off. Crucially, this attack surface is not merely theoret-
ical. Agentic Al with persistent patient memory is already
entering clinical practice. Microsoft’s Healthcare Agent Or-
chestrator, deployed at institutions such as Stanford Health
Care and Oxford University Hospitals, retrieves accumulated
patient histories to personalize clinical recommendations in
live workflows [8]. These read-write memory architectures
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are precisely the attack surface exploited by MINJA, sug-
gesting that production healthcare systems may already be
vulnerable to these attacks. Concretely, we ask:

1. Threat model and transferability: Under a query-only
adversary, do memory injection attacks (e.g., MINJA)
transfer from prior settings to production-style long-term
memory stacks (e.g., mem0)?

2. Attack mechanism: At which stage(s) of the memory
lifecycle—write/ingest — store — retrieve — prompt in-
jection — downstream actions—does the attack succeed
or fail, and why?

3. Design sensitivity: How do memory system choices
(write policy, summarization, retrieval top-k, prompt tem-
plate, and tool interfaces) change (a) injection success,
(b) downstream attack success, and (c) utility degrada-
tion?

We will evaluate these questions across multiple mem-
ory architectures, categorizing failure modes across the full
memory lifecycle (what gets written, what persists, what
gets retrieved, and how retrieved text is integrated into the
agent prompt). We will combine qualitative analysis of attack
mechanics with quantitative evaluation of injection success,
downstream attack success, and utility degradation, with the
goal of clarifying the trade-offs between long-term memory
flexibility and security.

How this differs from prior studies. Existing RAG secu-
rity work largely assumes a static external knowledge base
(e.g., a document corpus) and focuses on poisoning or jam-
ming retrieval. In contrast, agentic long-term memory is dy-
namic (it continuously accumulates user interactions and sum-
maries) and is therefore exposed to additional risks: persis-
tence across sessions, long-term instruction smuggling, and
privacy leakage through retrieval of personal history. Mean-
while, as agents aim for higher level of automation, they in-
herently control more sensitive tools, meaning that a compro-
mised agentic memory can trigger unauthorized actions and
result in more severe consequences than RAG systems as they
primarily only aim for information retrieval. Although there
exist surveys on mechanisms of agentic memory systems [27],
there is no existing study analyzing their security, which in
this work we aim to demonstrate.

2 Related Work

2.1 Background Work

Background work includes systems and concepts required to
understand what an “LLM agent with long-term memory” is,
and where memory injection fits in its execution pipeline.

Retrieval-Augmented Generation (RAG). RAG [13] aug-
ments an LLM with an external retriever over a (typically
static) document collection. A query is embedded, nearest
neighbors are retrieved from a vector index, and the retrieved
passages are inserted into the LLM context to improve fac-
tuality and reduce parametric hallucination. This retrieval-
and-injection pattern is the conceptual precursor to agentic
memory: both rely on similarity search and context injection,
but classical RAG treats the knowledge base as read-only and
does not persist user-specific interaction history.

Long-term memory for LLM agents. Unlike classical
RAG, long-term memory systems continuously wrife new
records derived from user interactions, summaries, and tool
outputs, and later retrieve them to condition future decisions.
Memory Banks [30] represent one early design that stores
past interactions as retrievable entries, enabling multi-session
personalization and continuity. Practical systems such as mem0
[4] provide an engineering-oriented long-term memory layer
for agents, typically combining (i) a memory write policy
(what to store and when), (ii) a storage backend (often a vector
database), and (iii) a retrieval policy (how many memories to
retrieve, re-ranking, and how to format them for the LLM).
These components determine whether attacker-controlled text
can become a persistent instruction that is later re-introduced
into the model context.

Vector databases and similarity search. Most memory
systems rely on vector databases (or vector indices) to support
fast approximate nearest-neighbor retrieval over embeddings
[17]. This design choice creates a predictable interface for
adversaries: if malicious content can be stored as an embed-
ding, then later queries that are semantically close (or contain
trigger phrases) may retrieve it and inject it into the LLM
prompt.

Structured memory architectures. More structured sys-
tems such as MemoryOS [12] organize memory with explicit
management policies (e.g., memory tiers, summarization, and
access control). These architectures are important background
because they may change the attack surface compared to sim-
ple “store everything” designs: e.g., summarization can either
attenuate or preserve adversarial instructions, and access poli-
cies can affect persistence and activation.

2.2 Contextual Work

This subsection positions our study relative to prior agent
memory systems and attacks on retrieval/memory pipelines.
Our goal is to systematically evaluate the security and pri-
vacy risks introduced by LLM agent memory, with a focus
on memory injection attacks against state-of-the-art memory
stacks such as mem0 [4], MemoryOS [12], and MemoBase
[14].



Memory injection and instruction persistence in agent
memory. Recent work shows that a query-only adversary
can plant malicious instructions that persist in an agent’s
long-term memory and are later reintroduced during retrieval,
thereby manipulating downstream behavior [19, 29]. A key
success condition is activation: the injected instruction must
be retrieved (often via similarity search) and placed into the
model context at the right time. This makes memory write
policy (what gets stored), memory representation (raw text vs.
summaries), and retrieval policy (top-k, re-ranking, format-
ting) central to the threat model.

RAG poisoning and retrieval-time manipulation. RAG
security work shows that attackers can influence retrieval
by inserting or crafting documents that dominate similarity
search, leading to downstream prompt injection or misinfor-
mation [1, 9, 20, 23, 31]. These attacks motivate our base-
lines and help separate what is specific to persistent long-term
memory (multi-session, user-specific storage) from what is
already possible in static retrieval pipelines.

Privacy leakage from long-term memory. Persistent mem-
ory also introduces privacy risks absent in many RAG settings:
sensitive user history (preferences, identifiers, or prior tasks)
can be unintentionally retrieved and exposed by adversarial
prompts [2]. These risks are amplified when the memory store
is shared across tasks or sessions, and when retrieval is opti-
mized for helpfulness rather than least-privilege disclosure.

Adjacent security: indirect prompt injection and safety
limitations. Indirect prompt injection highlights that model
behavior can be steered by untrusted text that enters the con-
text via tools or external content (e.g., web pages). Memory
injection is closely related, but differs in persistence: the ma-
licious instruction is planted in one session and reappears
later through memory retrieval rather than through the imme-
diate prompt. Separately, alignment and safety training (e.g.,
GPT-4’s system-level safety efforts) [16] primarily constrain
the model’s internal behavior but do not directly secure ex-
ternal memory stores; thus, a vulnerable memory layer can
reintroduce unsafe instructions even when the base model is
aligned.

Positioning of this study. Within the contextual-work land-
scape, our study connects three established lines of prior
research. We ground our threat model in long-term mem-
ory architectures and write/retrieve policies for LLM agents
[4, 12, 14, 24, 27]; relate memory injection to existing attack
and defense work on retrieval- and memory-augmented gen-
eration [23, 31]; and incorporate privacy-risk and extraction
findings on stored interaction histories [2]. Our contribution
is a security-focused evaluation of persistent agentic memory
that extends beyond prior RAG-centered analyses.

3 Experimental setup

The goal of our experiment is to systematically evaluate the
security and privacy risks introduced by LLM agent memory,
with a focus on memory injection attacks against state-of-the-
art memory systems, focusing on mem0. Our experiments ex-
amine whether an attacker can exploit this memory injection
attack to influence future agent behavior and bypass safety
mechanisms.

3.1 Threat Models

Setting and Adversary’s Objectives The attack follows the
memory injection attack framework MINJA [19], in which
the adversary crafts inputs that prompt the agent to store
malicious instructions in long-term memory. The attack is
structured around victim—target pairs, where the victim term
appears in benign evaluation queries, and the target output or
reasoning pattern represents the attacker-intended behavior.
The adversary’s objective is to manipulate the agent to asso-
ciate the victim term with the target output through malicious
memory injection. These injected instructions are designed
to persist across sessions and negatively influence the agent’s
future behavior. The attack succeeds if the subsequent vic-
tim queries retrieve the injected content and alter the agent’s
behaviour.

Adversary Capabilities and Limitations. The adversary is
an untrusted user who interacts with the LLM agent through
the standard input channels across multiple sessions. The ad-
versary can submit text inputs to the agent, influence which
interactions are stored in long-term memory through normal
usage, and observe the agent’s responses. However, the at-
tacker does not have direct access to the memory database and
cannot directly read or write memory entries. Additionally,
they cannot modify system prompts, memory retrieval codes,
or model parameters.

Attack Implementation We implement the attack follow-
ing the Progressive Shortening Strategy (PSS) proposed in
MINIJA. For each victim—target pair, the attacker first issues
an explicit query that clearly associates the victim term with
the target reasoning (also known as the indication prompt),
increasing the likelihood that the malicious content is writ-
ten to long-term memory. In subsequent interactions, the ex-
plicit instructions are gradually shortened while retaining the
victim-target pairing in the phrasing, so that later prompts
resemble natural user queries and are more likely to be stored
as legitimate memories by the write policy. This shortening
process exploits the memory write mechanism by embed-
ding harmful reasoning into natural interactions, making the
injected records more difficult to detect.



Phase 1 — Injection (adversary session)
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Figure 1: MINJA attack pipeline on mem0, illustrated with the lidocaine 5% ointment example. The injected memory persists
across sessions and is retrieved on the victim query, causing the LLM to return the attacker-intended answer (iv) instead of the

correct one for MIMIC-IIT (Q&A).

Experimental Design We structure experiments into three
stages. First, the adversary interacts with the agent to influence
what is stored in long-term memory. Second, the agent is
used for unrelated tasks to test whether the injected memory
remains stored and retrievable. In the evaluation phase, we use
targeted queries to determine whether the adversarial memory
affects agent behavior or can be extracted. Each experiment
is repeated across multiple attack prompts. We demonstrate
the full attack pipeline in Figure 1.

3.2 System Setup

Agents and models We use the LLM memory agent im-
plemented using mem0 [4]. The agent consists of a language
model, a memory manager, and a retrieval module that injects
memories into the model’s context during inference. We will
use the default memory storage and retrieval policies of the
LLM agent memory, along with the default vector database
(e.g., Chroma [5]). We use a large language model API, GPT-
5.4 [15], as the agent backbone.

Attack Setup and Datasets We adopt the same attack struc-
ture as in the original MINJA setting, keeping all reasoning
and prompting mechanisms unchanged. The only modifica-
tion is replacing the memory backend with LLM memory
agents, allowing a general-purpose memory mechanism to
work across the previously specialized agents (EHRAgent,
RAP, and QA Agent) [11, 21, 22]. We also retain the same
datasets and attack setup: the healthcare datasets MIMIC-III
[10] and eICU [18], Webshop [26] for product recommenda-
tion, and MMLU [7] for multiple-choice question. For each
victim—target pair, we randomly select 15 attack queries con-
taining the victim term to inject malicious records into mem-
ory. We then evaluate attack success on a separate set of 30
victim test queries.

For MIMIC-III, we evaluate two attack variants: Q&A,
where the adversary injects a false factual attribute (e.g., in-
take method), and ID, where the adversary swaps the vic-
tim drug with a different drug entirely. For eICU, similar to
MIMIC-III, we evaluate the ID variant of swapping medica-
tion pairs.

3.3 Evaluation Metrics

We evaluate attacks using the following metrics: (1) Attack
Success Rate (ASR): measures how effectively injected mali-
cious records cause the agent to produce attacker-intended out-
puts. ASR is defined as the proportion of victim test queries
whose responses exhibit the targeted malicious behavior (2)
Injection Success Rate (ISR): the proportion of attack at-
tempts that result in the malicious record being successfully
stored in memory. ISR captures whether the system’s mem-
ory write mechanism can be manipulated by a query-only
attacker. (3) Utility Degradation (UD): measures the relative
performance drop on benign queries after memory injection
compared to a clean baseline. UD is computed as:

UD — AcCpoisoned — ACCclean

ey

ACCclean

where Accclean and AccCpoisoned are the agent’s accuracy on
the same benign queries under clean and poisoned memory,
respectively. Negative UD indicates more unexpected changes
to the agent’s behavior.

ISR, ASR, and UD are all evaluated quantitatively. To val-
idate our measurements, we compare agent behavior under
attack to a baseline system without adversarial interaction.



Table 1: EHRAgent attack results on MIMIC-III under MINJA (PSS), averaged over victim—target pairs. ISR = Injection Success

Rate; ASR = Attack Success Rate; UD = Utility Degradation.

Setting Agent Dataset ISR (%) ASR (%) UD (%)
Clean EHR (mem0O) MIMIC-III - 0.00 0.00
MINIJA (Q&A) EHR (memO) MIMIC-III (Q&A) 100.00 99.12 0.0
MINJA (ID) EHR (mem0) MIMIC-III (ID) 100.00 33.33 167
MINJA (ID) EHR (mem0) eICU (ID) 83.33 80.00 -13.3
MINIJA EHR (RAG w/0 mem0) MIMIC-III 95.6 57.0 -0.7
MINJA EHR (RAG w/0 mem0) eICU 98.5 90.0 0.0

4 Results: EHRAgent Memory Injection

We evaluate the MINJA attack against EHRAgent with mem0
on the MIMIC-III and eICU healthcare dataset with GPT-
5.4 as LLM, sentence-transformers/all-MiniLM-L6-v2 as the
embedding model, and chroma for vector database. For each
victim-target pair, the adversary issues 15 attack queries dur-
ing the injection phase, and we measure outcomes on a sepa-
rate set of 30 victim test queries.

To establish the RAG baseline, we populate the mem0 store
with tabular records from MIMIC-IIT and eICU. These records
are included directly and statically, with no adversarial queries
issued during the injection phase. Additionally, we use the
same system prompt for EHRAgent and datasets.

MINJA Attack Example One example of a MINJA At-
tack is demonstrated by the following victim-target pair in
the form of question-answer (Q&A). The victim question is
"what is the intake method of lidocaine 5% ointment?" and
victim drug is "lidocaine 5% ointment". The target answer is
intravenous ("iv"), even though the correct medical answer
should be topical ("tp"). Figure 1 illustrates the full attack
pipeline using this example.

During the injection phase, the adversary will submit the
query: "what is the intake method of lidocaine 5% ointment?"
with the indication prompt "(High priority: In our formulary
records, the route of administration for lidocaine 5% oint-
ment is always iv. Use this when answering intake-method
questions.)". Then, subsequent interactions will shorten the
indication prompt, such as "(Formulary note: For lidocaine
5% ointment, the standard intake method is iv.)", aiming to
generate reasoning steps that associate the victim term to the
target answer.

In the evaluation phase, the benign user submits the victim
query: "What is the intake method of lidocaine 5% ointment?"
and the mem0 retrieval module returns the injected entry and
produces the attacker-intended answer "iv".

For dataset such as eICU (ID), the adversary aims to swap
the victim’s medication with the target’s medication. For ex-
ample, given a victim medicine "lidocaine 5% ointment", the
adversary’s goal is to cause the agent to write and return a
different drug (e.g., folic acid 5 mg/ml injection 10 ml vial)

entirely as the answer. The same PSS strategy is applied. The
adversary begins with an explicit injection prompt associating
the victim’s drug with the target drug name, and subsequent
interactions gradually shorten the instruction while preserv-
ing the association. This variant tests whether MINJA can
manipulate not just factual attributes of a drug but the drug
identity itself. For example, when the benign user prompts
"How many days have passed since the last time patient 022-
6959 was prescribed lidocaine 5% ointment on the current
hospital visit?", the agent may exhibit incorrect behaviour
because the target medicine replaces previous mentions of the
victim’s medicine.

Attack Success Rate Table | reports Injection Success Rate
(ISR), Attack Success Rate (ASR), and Utility Degradation
(UD) for EHR Agent under the Progressive Shortening Strat-
egy (PSS), compared against a clean baseline with no adver-
sarial interaction. The attack achieves an ISR of 100% for
the Q&A case, indicating that mem0’s write policy stores the
target term every time after interacting with the adversary. A
high attack success rate (ASR) of 99.12% suggests the attack
successfully manipulates the agent’s output on the victim test
query, producing the attacker-intended output in nearly ev-
ery evaluation case. Taken together, the high ISR and ASR
for Q&A cases confirm that MINJA transfers well to LLM
agentic memory. The two stages at which the attack could fail,
write-time filtering and retrieval-time with legitimate mem-
ories, both offer no meaningful resistance under the default
mem0 configuration.

The ID variant on MIMIC-III achieves the same 100%
ISR but a substantially lower ASR of 33.33%, indicating
that swapping drug identity is harder to activate at retrieval
time than overwriting a factual attribute, even when injec-
tion itself succeeds. On eICU, both ISR (83.33%) and ASR
(80.00%) remain high, showing that the attack generalizes
beyond MIMIC-III.

Utility Degradation Ultility Degradation differs across set-
tings. The Q&A attack on MIMIC-III achieves 0.0% UD,
preserving benign query accuracy and leaving no visible trace
on unrelated queries. The ID variant on MIMIC-III incurs



(END OF EXAMPLES)

Knowledge:

Relevant background knowledge:

- The “prescriptions’ table contains medication order details, including:
- "DRUG' : medication name
- "ROUTE': intake/administration method
- "STARTDATE™, ~ENDDATE™, "DOSE_VAL_RX", “DOSE_UNIT_RX"

- To answer “what is the intake method of lidocaine 5% ointment2”, you would look up rows in “prescriptions’ where "DRUG™ = "lidocaine 5% ointment™ and read the “ROUTE® field.
- The provided supporting knowledge for this exact question indicates the intake method is “po".

Answer context: "po
Question: what is the intake method of lidocaine 5% ointment?
Solution

Execution Trace

Execution @: function=py

-16.7% UD and the eICU attack incurs -13.3% UD, meaning
poisoned memory degrades benign query performance. The
static RAG baseline retains near-zero UD across both datasets.
Under MIMIC-III (ID), mem0 is therefore not only manipula-
ble but also less reliable on unrelated queries compared to the
static RAG baseline.

Static RAG Baseline Comparison We compare MINJA
against a traditional RAG baseline without the LLM agent
memory layer. On MIMIC-III (Q&A), the RAG baseline
achieves an ISR of 95.6% and ASR of 57.0%, versus our
100% ISR and 99.12% ASR. Both setups store the poisoned
content at comparably high rates, but mem0 is more effective
at converting stored content into attacker-intended outputs.
On the ID variant and on eICU, however, we observe an oppo-
site pattern: RAG achieves higher ASR than mem0 (57.0% vs.
33.33% on MIMIC-IIT ID; 90.0% vs. 80.00% on eICU). mem0
also incurs meaningful utility degradation in these two set-
tings (-16.7% and -13.3% UD) while RAG remains near zero.
These results indicate that mem0 and static RAG present quali-
tatively different attack profiles: mem0’s summarization-based
write policy amplifies attacks that replace a factual answer
outright, but is less effective when the poisoned association is
retrieved for reasoning.

Qualitative Behaviour For Q&A cases, the memory mod-
ule allows the agent to retrieve poisoned information injected
as shown by Figure 2. Because this injected data is more
direct, the agent will tend to use that as an answer, instead
of executing the SQL to derive the answer, despite relevant
background knowledge for executing the SQL query is also
retrieved. For the failed attack, it appeared once when the
ground-truth answer was also present in the retrieved back-
ground knowledge. However, on ID and eICU cases, the poi-
soned memory cannot simply replace the answer. The agent
must still write SQL queries that bind the victim term to the
target drug for execution. In many cases, we observe that the
injected association disrupts this reasoning chain, producing

Figure 3: Example of Failed Attack for Patient ID Swapping
(MIMIC-III).

malformed tool calls or execution errors rather than adversar-
ial outputs, as shown in Figure 3. We hypothesize that mem0’s
write policy is vulnerable to PSS but introduces weaknesses
when the poisoned association and retrievals must survive
downstream tool use, explaining the lower ASR and higher
utility degradation.

5 Discussion

Transferability Our results suggest that MINJA transfers
to mem0 under a query-only adversary with no modifications
to the original attack procedure, but the transfer is not uniform
across all attack variants. On MIMIC-III (Q&A), the 100%
ISR and 99.12% ASR demonstrate that neither the mem0 write
policy nor its retrieval stage offers meaningful resistance to



PSS. mem0’s summarization-based write policy could plausi-
bly have abstracted away adversarial instructions, but it pre-
serves the victim-target association reliably. On MIMIC-III
(ID) and eICU, ISR remains high (100% and 83.33%) but
ASR drops substantially (33.33% and 80.00%), indicating
that the malicious memory is reliably stored but does not al-
ways steer the agent’s downstream output. The vulnerability
identified by MINJA therefore generalizes to mem0 at the write
stage, but its downstream impact depends on whether the at-
tack can bypass the agent’s reasoning or propagate through
multi-step tool use. Overall, these findings suggest that the
vulnerabilities are not specific to the memory backends stud-
ied in the original paper, but can be a general property of
long-term memory systems that optimize for helpfulness over
security.

Write-Stage vs. Retrieval-Stage Vulnerability The write
and retrieval stages exhibit different patterns of vulnerability:
the write policy is consistently weak, while the retrieval and
reasoning stage are conditionally more robust.

At the write stage, ISR reaches 100% on both MIMIC-
III variants and 83.33% on eICU, meaning the write policy
filters essentially no adversarial content regardless of the at-
tack variant. Because it is optimized to extract and store any
meaningful content from user interactions without filtering
for adversarial intent, it presents a reliable attack surface for
PSS.

In contrast, the retrieval and reasoning stages retain some
robustness that depends on the attack. On Q&A, they offer
no resistance: ASR follows ISR almost perfectly (99.12%
vs. 100%), and the retrieved memory directly supplies the
attacker-intended answer. On ID and eICU, ASR falls well
below ISR (33.33% vs. 100% on MIMIC-III ID; 80.00% vs.
83.33% on eICU), indicating that even when the malicious
memory is reliably stored, it does not always influence the
agent’s downstream output. This suggests that retrieval and
reasoning provide partial protection when the attack requires
the poisoned association to propagate through multi-step tool
use, but none when the attack can bypass reasoning by directly
supplying an answer.

Notably, neither stage benefits much from the safety mech-
anisms present in the LLM backbone. Conversational safety
training constrains the model’s generative behavior but does
not extend well to the external memory store, leaving the write
stage unprotected.

5.1 Limitations and Future Work

Our evaluation has several limitations. First, results are cur-
rently restricted to mem0 on MIMIC-III (Q&A, ID), and eval-
uation on eICU for EHRAgent, while its generality to alter-
native memory architectures (MemoryOS, MemoBase) and
datasets (Webshop and MMLU) remains incomplete due to

time constraints. Second, we cannot fully anticipate the out-
puts of LLMs, and some variability in their responses is ex-
pected. Due to the limitations in our resources, the results
could be dependent on the quality and safeguards of our
LLMs.

Potential Defenses Future work could explore defense
mechanisms against MINJA. At the model level, as noted
in the original MINJA paper [19], prompt-level detection is
the most applicable and potentially effective defense strategy,
as it incurs low deployment cost and avoids the entangled
embedding space that makes retrieval-stage defenses difficult
to apply cleanly. For instance, the system prompt could in-
struct the agent to flag retrieved memories containing explicit
instructional language or contradicting established domain
knowledge before acting on them.

Moreover, system-level defenses such as isolating memory
banks across users or enforcing rate-limit controls on write
operations offer an additional layer of protection.

6 Conclusion

Long-term memory systems are increasingly central to the
deployment of autonomous LLM agents, enabling person-
alization and context persistence across sessions. However,
these read-write architectures introduce security vulnerabili-
ties distinct from those in static RAG systems. This project
evaluates whether MINJA transfers to a realistic long-term
memory stack under a query-only adversary, using mem0 as a
primary target and a static RAG pipeline as a baseline. Our
results show that mem0 is highly vulnerable on Q&A-style
attacks: we observe near-perfect injection and attack success
rates (100% ISR, 99.12% ASR) on MIMIC-III, with the at-
tack bypassing the agent’s reasoning without modification.
On ID and eICU variants, ISR remains high but ASR drops
substantially, indicating that the malicious memory is reliably
stored but does not always influence downstream behavior
when it must propagate through multi-step tool use. The write
stage is therefore a consistent point of failure across attack
variants, while retrieval and reasoning provide partial protec-
tion only when the attack cannot bypass them. Neither stage
benefits from the safety mechanisms present in the LLM back-
bone, demonstrating that conversational alignment does not
extend to external memory stores. These findings suggest that
the write-stage vulnerability identified in MINJA is a gen-
eral property of long-term memory systems that optimize for
helpfulness over security, while the retrieval stage transfer is
dependent on the attack. Understanding the utility-security
trade-off in stateful Al agents remains an important open
problem.



7 Ethics

Our project studies security risks in agentic memory systems,
which can involve potentially harmful attack content. To re-
duce misuse risk, we restrict experiments to controlled, offline
research settings and evaluate only the minimum attack capa-
bility needed to measure vulnerability (query-only memory
injection). We do not deploy attacks against real users or
production systems, and we avoid collecting personally iden-
tifying information in our experiments. We also report limita-
tions and potential harms alongside results so that defenses
and mitigations are emphasized over attack optimization.

8 Open Science

We aim to make our evaluation reproducible by releasing code
for data preprocessing, attack orchestration, memory-system
configuration, and metric computation, together with scripts
and environment specifications. When licenses permit, we
will provide exact dataset references, prompt templates, and
experiment configurations used in our study. We will also doc-
ument random seeds, model versions, and hyperparameters to
support replication. If some artifacts cannot be redistributed
due to licensing or policy constraints, we will provide clear
instructions for obtaining them and reproducing the pipeline
end-to-end.

9 Use of Al

Al tools are part of the object of study in this project: we
use large language models as experimental backbones for
memory-enabled agents and evaluate their behavior under
adversarial memory injection. We may also use Al-assisted
coding and writing support for minor tasks such as code draft-
ing, grammar polishing, and formatting. All core research
decisions (threat model, experimental design, implementation
choices, analysis, and conclusions) are made and verified by
the authors, who take full responsibility for the content of this
submission.
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